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Subpart 339.70—ADP Clearances
and Systems Security

339.7001 ADP clearances.
In accordance with Chapter 4–10 of

the HHS Information Resources Man-
agement (IRM) Manual, the Office of
Information Resources Management
(OIRM), OASMB–OS, is responsible for
the review and approval of all requests
for proposed automatic data processing
(ADP) systems and modifications to ex-
isting ADP systems which require the
acquisition of ADP hardware, software
packages, and services, and tele-
communications equipment, which ex-
ceed the dollar thresholds stated in
Chapter 4–10.

(a) It is the responsibility of the pro-
gram office to obtain written approval
from OIRM on proposed ADP acquisi-
tions which exceed the thresholds stat-
ed in Exhibit 4–10–A of Chapter 4–10
prior to submitting the request for con-
tract to the contracting activity.

(b) The OIRM approval document
(delegation of procurement authority
(DPA)) is to be attached to the request
for contract when it is submitted by
the program office to the contracting
activity. The contracting activity shall
not issue a solicitation based on the re-
quest for contract until a properly exe-
cuted approval document (DPA) is ob-
tained.

[49 FR 14023, Apr. 9, 1984, as amended at 53
FR 43208, Oct. 26, 1988]

339.7002 ADP systems security.
(a) Program responsibilities. Whenever

a proposed contract action requires the
design, development, maintenance, or
use of an ADP system or the use of
ADP resources, the program office is

required to designate a responsible in-
dividual to serve as the ADP system
manager who is to ensure, in coordina-
tion with the cognizant systems secu-
rity officer, that ADP security require-
ments are met and that each contrac-
tor maintains an acceptable security
program. The project officer is respon-
sible for setting forth the specific por-
tions of Part 6, ADP Systems Security,
of the HHS IRM Manual which are ap-
plicable to the instant acquisition.

(b) Contracting responsibilities. (1) The
contracting officer is responsible for
ensuring that a certification of ADP
systems security requirements, signed
by both the ADP system manager and
the ADP systems security officer, is
submitted with the request for con-
tract. The contracting officer shall not
initiate action on the request for con-
tract until the properly executed cer-
tification is received. The certification
will state that the security require-
ments specified are reasonably suffi-
cient for the intended application and
that they comply with current Federal
and HHS computer security policies,
procedures, standards, and guidelines.

(2) When developing the request for
proposals, the contracting officer shall
include in the technical proposal in-
structions a statement requiring that
the offeror present a detailed outline of
its proposed ADP system security pro-
gram which complies with the require-
ments of the statement of work and ap-
plicable portions of Part 6, ADP Sys-
tems Security, of the HHS IRM Man-
ual.

(3) The contracting officer shall in-
clude a special provision reading sub-
stantially as follows in all applicable
solicitations and resultant contracts:

The Contractor agrees to comply with the
ADP system security requirements set forth
in the system of work and applicable por-
tions of Part 6, ADP Systems Security, of
the HHS IRM Manual. The Contractor fur-
ther agrees to include this provision in any
subcontract awarded pursuant to this prime
contract.

(4) The contracting officer shall en-
sure that a properly executed certifi-
cation confirming that the offerors
comply with the necessary security re-
quirements is attached to the technical
evaluation report received from the
evaluation panel before proceeding
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with the acquisition process. This cer-
tification must be countersigned by the
officials designated in paragraph (b)(1)

above and must contain a similar
statement of compliance.

[49 FR 14023, Apr. 9, 1984, as amended at 53
FR 43208, Oct. 26, 1988]
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